Abstract: SMEs (Small and Medium-size Enterprises) 
I. Introduction
Cloud computing has turned out to be more than just an IT buzzword. It has already made a significant impact on the way organizations operate and deal with the daily issues. Indian SMEs are adopting and utilizing this technology for their benefits at a higher rate. Implementing information technology solutions and platforms could be a complex job for SMEs as it may lead to a heavier cost. Cloud computing services make it easier for SMEs to host light weight applications and services and build the desired infrastructure. Many organizations have started implementing cloud computing solutions for their overall growth and business strategy [1] . As far as cost enhancement and monetary downturn are concerned, SMEs consider cloud as the best approach. Although there are many benefits in adopting this technology, but at the same time there are significant barriers to the same. Many organizations integrate their products with cloud to a greater extent, because of which more and more information gets transferred onto the cloud. Eventually, it increases the probability of losing control over data. Though many organizations have started storing their data on cloud, but majority of them are yet to get comfortable with the idea that their data would be secure and would not be misused once ported onto the cloud [2] . Transferring sensitive data onto cloud is one of the major concerns of SMEs. Service availability, data confidentiality, provider lock-in issues are other issues which contribute towards the loss of data. They are derived from cloud features like scalability, virtualization and resource sharing. Therefore, SMEs need to understand and carefully assess the risks against the benefits. They should check the sensitivity of data and decide what information should be stored in cloud and to what extent. The type of cloud whether it is public, private, hybrid or community cloud is also accountable for deciding what kind of data should be transferred. So, the criticality of data, type of cloud, and the extent of usage of cloud services should be considered before making a decision for moving information to cloud. The present work is an attempt to identify, classify and organize the main security concerns of Indian SMEs in cloud computing, and propose a security taxonomy. This will facilitate a decision making process which will benefit all the small organizations which are planning to move information onto cloud. The main components of cloud infrastructure security are defined and presented at three different levels. This paper is organized as follows. Section 2 presents the related work and section 3 highlights the research methodology used. The results of the survey are discussed in Section 4 and conclusions are presented in Section 5.
II. Related Work
The ever increasing interest in cloud computing has given a reason to study the recent trends in security for such a technology [3] . ENISA (European Network and Information Security Agency) has developed a risk assessment which highlights all the risks and vulnerabilities. It also offers a survey of related works done by many researchers and their recommendations [4] . CSA (Cloud Security Alliance) has also developed a guide to provide an insight on the security domains of cloud [5] . The documents provided by ENISA and CSA, present various concerns and recommendations regarding services of cloud computing. Though these studies have given valuable inputs, but there are no standardized methods defined which can organize cloud computing security aspects. Cloud computing comprises mainly of two types of model -deployment and service. Each model has its own security issues. Thus, ensuring security of sensitive data in cloud is difficult [6] . In IaaS (Infrastructure as a Service) model, the main responsibility of service provider is to secure infrastructure and abstraction layers, the remaining issues are consumer's responsibility. Therefore, SMEs should be aware of the risks associated with data intrusion before they move their data on cloud. IaaS cloud models are likely to get attacks like XML Signature Element Wrapping [7] . In PaaS (Platform as a Service) model, the service provider is responsible for providing secured platform used for development, but the applications developed using that platform is purely the responsibility of consumers. Hence, some more consideration should be given to the services and binding issues with PaaS cloud models. Jensen [8] highlights that PaaS models are prone to cloud malware injection attacks and metadata spoofing attack. In SaaS (Software-as-a-Service) model, the service provider is responsible for providing security control for infrastructure, applications and data. According to a Forrester research [9] , enterprises are least interested in SaaS because of security concerns. When the data is transferred to a remote server through internet, the risk of unauthorized access comes in, which is a major concern in SaaS. This opens up the way for opponents to hack passwords, access data which can be then modified or damaged. Sensitive information on human resources and payment details become vulnerable because of such unauthorized access. Denial of service attacks and network failure are also the concerns of SaaS. Neves [10] determines the issues related to political, economic, social and technological factors which act as a hindrance in the adoption of cloud computing. The paper gave an overview of the trends in cloud computing which can help in decision-making process for SMEs. Yuri Demchenko [11] discusses about the aspects of the cloud security highlighted the conceptual issues, basic requirements and security mechanisms for dynamic cloud infrastructures. Pengfei You [12] discusses regarding the security issues concerning data, application and virtualization in cloud computing, and also the available solutions to these issues. Bernd Gastermann [13] focuses on security aspects of SMEs and highlights the way to minimize the areas vulnerable for threats and strengthen the software components to defy network attacks. The paper presents various methods to protect data on client as well as server-side.
III. Research methodology
Aiming to provide taxonomy for the security issues faced by Indian SMEs in the current scenario, viewpoints of industries which have implemented cloud computing services were analyzed through a survey. The study started by gathering all the security issues and their available solutions from: a) Conference and Journal papers published by IEEE, Springer and Web science. b) Organization's reports, white papers, reports from CSA and ENISA.
The questionnaire was designed based on the information derived from the above mentioned sources and was sent to 120 SMEs of few Indian cities like Delhi, Bangalore, Mumbai, Pune, Hyderabad and Chennai. SMEs were asked to list out the security issues which they considered as their biggest challenge. Further, all the solutions preferred by SMEs to overcome those issues were also explored.
IV. Results And Discussions
From the analysis of security concerns in cloud computing infrastructure, it is observed that each issue has a different impact on distinct sets of data. In this section, all the security concerns and vulnerabilities of cloud computing are presented. Data is classified into categories, thus providing the cloud security taxonomy. It is subdivided into three categories, namely network, application and host level based on the survey results. Each category highlights various security issues with the details in subdivisions, identified by SMEs of India. This organization is represented in Figure 1 . Network level: A. Transit : 1. Sniffing/Eavesdropping:Unprotected data in transit in the network is interpreted by the attackers.
Countermeasures: Implementing IPSec (Internet Protocol Security) to encrypt network traffic, tightening of security by system administrator, using anti-virus software. [16] .
Man-in-middle
Countermeasures: Virtual network framework based on Xen network modes: "bridged" and "routed". H. Hyperviser Vulnerabilities: 17. VM Escape: In order to take control of infrastructure, hypervisor is exploited [17] .
Countermeasures: HyperSafe, TCCP (Trusted Cloud Computing Platform), TVDc (Trusted Virtual Datacenter).
V. Conclusions
Security is a vital perspective for giving a reliable environment and empowers the utilization of applications in cloud. Moving information and business procedures to virtualized frameworks is the biggest concern of all the organizations. A secure cloud computing environment depends on various security solutions provided by the cloud providers. In this paper, the major security issues of cloud computing faced by SMEs of India are explored. The outcome of survey is the proposed taxonomy which can be fruitful for all the upcoming SMEs as it provides a roadmap of the security issues. Before implementing cloud technology, SMEs can think over the concerns and their solutions. It also guides the cloud providers to know the areas of improvement and the need to blend security solutions from various places in order to achieve the desired security level.
